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Study data will be collected and managed using the Sydney Local Health District’s (SLHD) 
installation of REDCap (Research Electronic Data Capture). REDCap1 is a secure, web 
based application designed to support data capture for research studies, providing user-
friendly web-based case report forms, real-time data entry validation, audit trails and 
non-identified  data export mechanism to common statistical packages (SPSS, SAS, Stata, 
R/S-Plus). REDCap also provides a powerful tool for building and managing online 
surveys. 
 
 
Security 
SLHD’s REDCap application and associated database, are securely housed in an on-site 
(physically) limited access data centre at Royal Prince Alfred Hospital, behind the SLHD 
firewall. They are maintained by SLHD IM&TD and supported by the SLHD Clinical 
Research Centre. All web-based information transmission in REDCap are protected via 
Secure Sockets Layer (SSL) encryption (data entry, survey submission, web browsing, 
etc) .  
 
All users are given individual system usernames and passwords. Passwords are at least 9 
characters long and have to be alphanumeric. 
 
The creator of a REDCap project database may grant other users access to the project 
and limit those users’ privileges as desired. Within each project, there are user controls 
to limit access to various functionality and modules, such as being able to export data, 
to enter data, to add or modify database fields or survey questions, to build or run 
reports, to modify user privileges, to view the logging records, etc.  
 
Researchers can also provide to the HREC documentation on: 

• the access Roles created for each database ( e.g. Principal Investigator, Project 
Coordinator, Data Entry staff, Statistician/Analyst) 

• which permissions each Role is granted 
• the names, institutional affiliations and REDCap roles of all project staff 

 
REDCap has excellent features to support security for multi-site studies. This includes 
allowing for both function level (e.g. data exports), form level ( e.g. only some cRFs in 
the project)  and  record level security (viewing only patients frorm a specific site buy 
specific site study staff).  
 
 
 



Backup 
The backup process is maintained by SLHD IM&TD. Backups of data stored through  
REDCap are performed daily to a separate server. A sixty day history of backups are 
retained at any one time.   
 
Transferring/transporting data  
REDCap also provides a secure data transfer application called Send-it. 
 
Send-it allows the user to upload a file (up to 32 MB in size) and then allow multiple 
recipients to download the file in a secure manner. Each recipient will receive an email 
containing a unique download URL, along with a second follow-up email with the 
password (for greater security) for downloading the file. The file will be stored securely 
(on the REDCap server) and then later removed from the server after the specified 
expiration date. Send-It is the perfect solution for anyone wanting to send files securely, 
particularly data files that contain sensitive data. This avoids the use of poor security 
email and portable devices for transfer of documents and data files. 
 
Protecting Identity 
The REDCap software has multiple functions and modules to protect the identity and 
disclosure of identifying information.  This includes allowing for completely anonymous 
data collection, as well as non-identified or re-identified data collection.  It is up to the 
researcher to set-up and use appropriate functionality to ensure data is collected, used 
and disclosed in accordance with the approved ethics protocol.  
 
Retention 
REDCap is able to support the data management needs of research project throughout 
the data life cycle including archiving. 
 
  
Project REDCap  
REDCap software is designed and built by a team at Vanderbilt University in the USA. It is 
currently used in approximately 2,000 organisations in 100 countries across the world in 
academic/non-profit consortium partners on six continents and over 300,000 research 
end-users .  
 
The SLHD has a license from Vanderbilt to use the software for health research (non-
commercial) purposes.  
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